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11.3. Denial of Service Attacks on Networks

11.3.1. Overview

Denial of service attacks take various forms on the Internet. One form is where attackers ex-
ploit the vulnerabilities in operating systems to crash or reboot computing systems by sending
them purposely malformed packets. Another form of attack is to impose significant processing
workload on a machine such that the victim does not have sufficient capacity to respond to le-
gitimate requests. Yet another form of attack is to use compromised machines to flood useless
traffic into the network such that bottleneck links providing connectivity for the victim(s) are con-
gested. There are two types of flood-based denial of service attacks: direct and reflected. In direct
attacks, the attacking machine or servers triggered by that machine flood packets towards the vic-
tim machine. In reflected attacks, protocol properties are exploited to bounce attack packets off
unsuspecting machines so that the victims receive packets from the reflectors and not the attackers.
However, the network might be congested by both attack and reflected traffic which depending
on the network configuration can double the intensity of the attack.

11.3.2. Objective

Investigate how direct and reflected flooding-based denial of service attacks work on the Internet.
Develop counter measures against example attacks that fit into the two categories. Study the
infrastructure or management requirements for implementing the counter measures for flooding-
based denial of service attacks.

11.3.3. Background Material

A good overview of flooding based denial of service attacks is given by R. K. C. Chang in “Defend-
ing against flooding-based distributed denial-of-service attacks: a tutorial,” IEEE Communications
Magazine, Oct. 2002, pp. 42-51. The coverage provided by the above paper should be sufficient to
carry out this experiment. Additional information on system vulnerabilities can be obtained from
CERT site. The tutorials on the networking tools that comes with GiniLinux and the configuration
guide for the gRouter should provide useful information for this assignment.
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