
ORIGINAL KEY

PERMUTATED 

CHOICE 1

C0 ROL 1 D0 ROL 1

56 bits

28 bits 28 bits

C1 ROL 1 D1 ROL 1

28 bits 28 bits

Register

K1

C2 ROL 2 D2 ROL 2

28 bits 28 bits

K2

Register

C3 ROL 2 D3 ROL 2

28 bits 28 bits

K3

Register

C15 ROL 1 D15 ROL 1

28 bits

K15

28 bits 28 bits

Register

... ...

28 bits
28 bits

K16

Register

28 bits

48 bits

48 bits

48 bits

48 bits

48 bits

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

KEY SCHEDULER

for the encrypter

56 bits

Stage Number Of Direction

Number Shifts Of Shifts

0 1 Left

1 1 Left

2 2 Left

3 2 Left

4 2 Left

5 2 Left

6 2 Left

7 2 Left

8 1 Left

9 2 Left

10 2 Left

11 2 Left

12 2 Left

13 2 Left

14 2 Left

15 1 Left



ORIGINAL KEY

ORIGINAL

DATA BLOCK

INITIAL 

PERMUTATION

64 bits

64 bits

32 bits 32 bits

Register

48 bits K1

Register

32 bits32 bits

ENCRYPTION UNIT

48 bits K2

Register

32 bits32 bits

ENCRYPTION UNIT

48 bits K3

Register

32 bits32 bits

ENCRYPTION UNIT

32 bits32 bits

... ...

Register

48 bits K15

Register

32 bits32 bits

ENCRYPTION UNIT

48 bits K16

Register

ENCRYPTION UNIT

INVERSE INITIAL 

PERMUTATION

64 bits

32 bits 32 bits

56 bits

56 bits

56 bits

56 bits

...

56 bits

56 bits

56 bits

56 bits

ENCRYPTER

64 bits

ENCRYPTED

DATA BLOCK

ORIGINAL KEY

32 bits32 bits

 



GENERATED KEY

PERMUTATED 

CHOICE 1

C0 ROL 28 D0 ROL 28

56 bits

28 bits 28 bits

C1 ROR 1 D1 ROR 1

28 bits 28 bits

Register

K16

C2 ROR 2 D2 ROR 2

28 bits 28 bits

K15

Register

C3 ROR 2 D3 ROR 2

28 bits 28 bits

K14

Register

C15 ROR 1 D15 ROR 1

28 bits

K2

28 bits 28 bits

Register

... ...

28 bits
28 bits

K1

Register

28 bits

KEY GENERATOR

56 bits

DONE

48 bits

48 bits

48 bits

48 bits

48 bits

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

PERMUTATED 

CHOICE 2

KEY SCHEDULER

for the decrypter

Stage Number Of Direction

Number Shifts Of Shifts

0 28 Left

1 1 Right

2 2 Right

3 2 Right

4 2 Right

5 2 Right

6 2 Right

7 2 Right

8 1 Right

9 2 Right

10 2 Right

11 2 Right

12 2 Right

13 2 Right

14 2 Right

15 1 Right

 



GENERATED KEY

INVERSE INITIAL 

PERMUTATION

64 bits

64 bits

32 bits 32 bits

Register

48 bits K16

Register

32 bits32 bits

ENCRYPTION UNIT

48 bits K15

Register

32 bits32 bits

ENCRYPTION UNIT

48 bits K14

Register

32 bits32 bits

ENCRYPTION UNIT

32 bits32 bits

... ...

Register

48 bits K2

Register

32 bits32 bits

ENCRYPTION UNIT

48 bits K1

Register

INITIAL 

PERMUTATION

64 bits

32 bits 32 bits

56 bits

56 bits

56 bits

56 bits

...

56 bits

56 bits

56 bits

56 bits

64 bits

56 bits

MATCH

LOOK‐UP

DECRYPTER

with brute force 

search 

components

KEY GENERATOR

56 bits

DONE

ENCRYPTED

DATA BLOCK

64 bits

DECRYPTED

DATA BLOCK

POTENTIAL 

KEY

32 bits32 bits

ENCRYPTION UNIT

 


