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Announcements

* Thursday last class!
— Will talk about the final exam
— Exam tutorials (next week)

— Lecture on OS security

* Course evaluations...
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Part 1

What are Operating Systems?




Tri-Nature

* Low-level interface with the hardware

— Performance & compatibility

* High-level API to the software & user

— Features

* Manager to the system
— Security & Paradigms




Modes

* Real:

— Assembler commands have full access to all
addresses and ports 1n the computer.

— Protected and Virtual modes turned off or non-
existent

* Protected:
— CPU has boundary registers

— Assembler commands can only reference
addresses between the boundary registers




Paradigms

Stand-alone

— Real mode computer

— One process executes
Multi-processing

— Protected mode computer

— Many processes (and users) executing
Virtual

— Memory and addressing

— Simulated “read mode”

Distributed processing

— Execution occurs across more than one computer
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Part 2

MSDOS




Architecture of MSDOS

* Real mode only * Interrupts
o Smgle process Kernel * I/O function

o * File system
* TSR abilities

* Jump addresses
API Table . ' e

Command.com ° The shell
* Basic Lang?

RAM
Aa OS - ProDOS
2 I
E Video > +Byte=colour B
= * Pixel = address |8
& * Move code addr |8
2 Free * Single process fills free space i
= * R-T Stack, Heap, Code and Static data
s * No PCB, simple task switch OS/Process
=
E * RAM address directly mapped to card pins in motherboard's slot or port (C(gM, PRN
S Zero J
= \




Heap space for Kernel
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MSDOS.SYS & 10.SYS

From OS

Logical 'O
request

1

MSDOS.SYS

driver Handshaking protocols, polling protocols

10.5YS

Byte streaming routines, hardware dependant

Processes can write directly to hardware devices without the
requirement to use the .SYS library. 3




Example:

Directory

COMMAND.COM

Directory management

Read Create | Rewrite

directory | Delete | givectory
W Update -

10.SYS

Directory copy

Program

Book

Stats

FIGURE 11.5

MSDOS.SYS is responsible for directory management.
a. Following a MKDIR command, COMMAND.COM calls MSD0S.SYS.

string

function call

driver protocol

sub-procedures

actual hardware
stream methods
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The File System

Directory FAT
File name First Cluster | Pointer
— Memory cluster
I0.5YS B 07 System
MSDOS.5YS 11 8 9
COMMAND.COM | 16 9 10
MYFILE 20 10 FF
LETTERS 22 11 12
- .
- -
- -
=~ 20 21 —
21 24 """:I
22 23
23 FF
24 FF —=
25
Note: FF
means end
of chain

| Only on disks formatted with an OS 13




* Interrupt invoked

* SYSINT #

* Hardware signal
* Process IP stacked
* [P = vector(#)
* When done

* IP = pop(stack)
* Process continues

Interrupt Vector

Interrupt vectors

Opecrating system

Address of interrupt
" routi

Stack

Address in

Interrupt

application program “x" routine
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Part 3

Unix and Linux

15




Unix & Linux Architectures

* Protected Mode
* Multi-process S
* Virtual and Distributed '

System libraries

= i-i-ll_li _- _tf : -I = .Z. ==

Application ST
PHOErar. [ * User . : _
4 i 1 - -
Input/output Provess
- ¥ | g 2] et
POSIX | sheti | Gun
(API)

Uillities and commands

Resident operating system : S communication_
- E ¥ '
Operating Architecture dependent code
system layer : - - -
1r

Hardware laver

Linux

: Unix : Layered OS Paradigm
Simple Command Paradigm 16




A Process
Program text segment * Fhent t Child
- oz Call fork Call fork
D-e:ta segment
r ? No
Stack segment
‘ Yes
Call exec “::‘ihilidm Call exec \ti::;lgn
PCB — ——
One entry per process. Subsequent Subsequent
instructions instructions
Each entry contains: l
Process number l
Process state (ready, waiting)
Process priority
Event number process is waiting on .
Tet table address Fork() used to invoke a process
g“‘“k“gm"“‘ 3‘1;1'&:5 Special system process called Init() which is
tack seement a .
e used to fork() and then exec() from (if needed).
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Memory Management

0
User space Physical address
space
System Wide By User/Grp By Process
3GB e Page directory Page middle Page table
4o
In the
e e
~entry (PD _j

Page directory Page middle Page 1able
address plus directory address  address plus Page address
index plus index index plus offset
8| Pagemiddle [EESEE_—
dex | directory index | SSSERERE

Levels of Paging 18




Run-time Tables

Physical
déf'ill:e File on disk
t
UNIX
Device driver
Start
Text table Process table Configuration table System file table
i
0 file list Process file tabl
Text segment Sycteni data pen fle e e
segment
Data segment
|— Working
Stack segment directory
Application process
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[/O System

Process
UNTX
J Configuration table
Kﬂ'ﬂd B 00
] Vmﬂ filel - o1
srfstem | =
i :
FAT32 B HFS
(Windows) Linix '_*'“zfs (Macintosh)
'.4
= Buffers Device drivers
+ |
0o | 01 02
Device Application process
drivers :
Read 01
Linux -
L d and Modularized Uan
ayerecd an odularize
y Remember MSDOS?

* VFS: Standardized function calls

* Determines file system type

* Calls proper functions using correct protocols
* Buffering system provides improved services

* Driver functions directly communicate with hardware
\

The Configuration table provides for
a PCB based interrupt table for

security reasons.
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File System

Process A

Process file table
File Pointer
1 ®

Process B

Process file table

File Pointer

System file table
i-node 0

» j-node 1

i-node 2
i-node 3

& []
3 L]

Process C

Process file table
File Pointer

1 L

= i-node 4

Boot | Super

Block] Block | T8t

e
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Part 4

Windows XP
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Architecture

Client application
Send Client
Reply Server
File svstems =E ~ Serve le i — _ Kemel
Server hardware , jE’m:ulh'e services | Layer 1

Device drivers Kernel Layer 2

A Client Server System = H

= T J = 5 B
| Hardware abstraction layer (HAL) || Laver 3

Securi i Virtual

- rty | opy Window || P&P || Power || Process et ro

|manager| manager | manager || manager|| manager * ||manager|
manager

| IPC . File |

_'mamger Object manager systems |

An API layer for kernel
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The Process

Application program

User interface

Application logic

L
i

Application program interface
| API - ; { DEE 0

'
4

| Environment |
subsysiem

.-:":?'E___c-_ 1::—-‘-‘._3'| ::ﬁ;_

T Kernel mode Kernel

Executive services User mode components

] CuE s =y ey e e e l e e e
et ] et s 3 i ATl ~ Environmentsubsystem || Integral subsy:
| Device drivers | Kernel Application programs -

S g Ve
P e T e e ST e

—= 1L

7=

| Hardware abstraction layer (HAL) |

= — T = =

| subsystem _-‘r'-:j-_-i_.-' T: i ey e e e
8| win3z DLL [SEREE | = B e

Kernel mode componenis
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Virtual Memory

Virtual address Physical address
space space
VMM
Pages
3 I 'li-d-'. Page
Smztits fault
\
1
\
t .
A ~ Swapin
!
1 1
First in, first 5
out swap Wap ot
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Memory Management

Physical address
space
Pointer to r Page table
Pege directory [ Page table
Page directory Page table Desired page
| Page table entry Cer e
(PTE) —»| Physical address
Page directory | |
entry (PTE) -
-
i ®
®Pagc directory Page table Process i Notify
address plus address plus plus offset o ¥
index index : | @ VO service request
1 58 : hed
] Directory indui Page 1able index | Offset I Pt PO A @Nﬂﬂﬂ

Virtual memory

/O manager

Addressing T Ol R -;aﬂt
Fﬂé”s_\'stcm ; Cache @
| drivers . ]}am : mana_lg.er.. | Data copy
@©yre [(Dpaa
Hardware ;

(disk) drivers

Cache 26




I/O and File System

Standard Directory name Security Index to files
information " descriptor F|4 FI1 F16 | VON LON map

—

FO | FI [ F2| F3 || F5 | F6 | F8 | F9 || Fi2 [ F13 | F14 | FI5

N o 1t 2 3 4 5 o6 7 8§ 9 10 1

Administrative
programs

Setup
programs

Device drivers

Registry
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subsystem

B wines DLL |

= BT

k4

Kermnel mode
components
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Part 5
MAC OS X




Architecture

Aqua interface

Graphics subsystem

QuickTime
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The Process

(= = T = .: =
\Unused\rinual

address space
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File and I/O System

File

T/O registry bt Resource map |
rDOl HME n el .‘_ﬁ_'...;l'_'_. o l{:ﬂ'rl.s
et Menu
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Part 3
At Home




Things to try out

1. Get your hands on lots of OS systems and
play around.
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